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Abstract Self-organized AdHoc networks have become one of the most inter-
ested and studied domains, especially with the rapid development of communi-
cation technologies and electronic devices. These networks regroup wireless and
self-configuring nodes that communicate independently without a fixed infra-
structure. Many applications operate with the AdHoc network due to its rapid
deployment and low costs. Security in AdHoc networks is a crucial aspect that
protects the exchanges between users and improves network performances. In
this paper, a presentation of three AdHoc networks: MANET (Mobile AdHoc
Network), VANET (Vehicle AdHoc Network), and FANET (Flaying AdHoc
Network) is performed with the focus on their security issues. The paper blends
the security requirements and the different attacks faced to the three reviewed
networks.

Keywords Security · Self-organized networks · AdHoc networks · MANET ·
VANET · FANET

1 Introduction

A self-organized AdHoc network is a dynamic, autonomous, and wireless sys-
tem com-posed of a group of mobile devices able to communicate indepen-
dently in the network area [1]. Each mobile device is an autonomous and
self-configuring node that acts in the network without needing any central ad-
ministration [1][2]. The number of nodes and links is varied over time, which
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frequently changes the network topology. Recently, these networks are present
in many fields and applications because they offer great benefits like rapid de-
ployment and low costs. A self-organized AdHoc network is a large definition
that gathers very diverse network technologies like those introduced in this
survey: MANET (Mobile Ad hoc network), VANET (Vehicular Ad hoc Net-
work), and FANET (Flaying AdHoc network). These networks encountered
many serious problems and challenges about maintaining the normal func-
tion of the network or improving its performances. Indeed, ensuring security
in such an environment is the greatest challenge for searchers. The network
must be resilient to different risks and provide many alternative solutions faced
with attacks. In addition, nodes and data must be present in a safe environ-
ment to accomplish a predefined mission or ensure the purpose of the network
deployment. This paper reviews the security issues and requirements in the
self-organized AdHoc networks (MANETs, VANETs, and FANETs). The re-
maining parts of this survey are planned as follows: The first section presents
background about three existing and popular AdHoc networks (MANETs,
VANETs, and FANETs). The second section describes the security issues and
services in AdHoc networks. The third section lists the potential attacks and
threats on MANET, VANET, and FANET. The last section concludes the
paper and designates our future direction of searches.

2 Self-organized AdHoc networks

2.1 Background

In the last years, the AdHoc network interested industry and academia due
to its intended fields of application. By adjusting dimensional parameters and
using new technologies of devices, new AdHoc network subcategories emerged
like MANET (Mobile Ad hoc network), VANET (Vehicles Ad hoc network),
and FANET (Flying Ad hoc network).

MANET (Mobile Ad hoc network) [3] is a wireless mobile system com-
posed of nodes that communicate with wireless links fig.1. Its main charac-
teristics are the absence of any fixed infrastructure and the self-configuring
nodes, which makes them able to establish communications, exchange infor-
mation, and ensure network functionalities. The network size of MANET is
frequently changed over time due to nodes newly joined the networks and
those dynamically leaved (roaming). Today with the popularity of mobile de-
vices (smartphones, sensors, pc, etc.) MANET is present in many military
and civil fields like room class conferences, emergency rescue operations, and
military control.

VANET (Vehicular AdHoc Network) is a technology for managing road
traffic and providing a safe driving environment [4]. The network is composed
of a set of vehicles present in the road fig.2. Vehicles communicate and ex-
change information with each other by using two communication modes. The
first one is direct Vehicle-to-Vehicle communication (V2V) that allows estab-
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Fig. 1 Mobile AdHoc network (MANET

lishing immediate communication between vehicles in the same network. The
second mode is a vehicle to interface (V2I) that requires the connection to
a fixed infrastructure unit called RSU (roadside unit). This interface allows
communication between vehicles, monitors them, and provides them access to
the Internet cloud.

Fig. 2 Vehicles AdHoc network (MANET

FANET (Flying AdHoc Networks) is a subset of MANETs that uses Ad-
Hoc communication in a three dimensional plane. The network is composed of
a collection of UAVs (Unmanned Aerial Vehicles) [5] able to execute a prede-
fined mission fig.3. UAVs are small aerial vehicles equipped with sensors and
advanced computing devices. FANET inherits the same features of MANET
except that nodes can fly autonomously in the network producing higher mo-
bility degrees. Two communication modes are distinguished: Air-to-air wire-
less communications (A2A) using the AdHoc mode and air-to-ground wireless
communications (A2I) using infrastructures like ground stations or satellites.
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Overall, this portion of networks is called to en-sure dangerous tasks related
to disasters, target detection for security services or rescue operations, moni-
toring, etc.

Fig. 3 Flaying AdHoc network (MANET

2.2 Main features

Self-organized AdHoc networks introduced in this paper have some features
in common. The main ones are:

– The self-organized nodes ;
– The use of existing nodes for managing the network traffic (i.e. node acts

as hosts and routers at the same time) ;
– The multi-hop rooting to transfer information;
– The limited physical security due to the movement of nodes.

Other specific characteristics that make the difference between MANETs,
VANETs, and FANETs are listed in table 1 as follow:

– The nodes used in the network: heterogeneous or homogeneous in type,
nodes interacted in dynamic networks are numerous and depend on the
purpose of designing the network. Vehicles, sensor devices, or UAVs are
the famous types of equipment that could be present with the existing
networks;

– The environment dimension: this indicates the movements of nodes in the
coverage area of the network. In some technologies, nodes move close to
the ground, and in others, nodes can fly in free space;

– The speed of nodes: random, height, or slow movements of nodes charac-
terize networks. This metric identifies the mobility level that changes the
network topology;
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Table 1 Differences between the network features

Networks Nodes environment node
speed

Node energy Node
density

Manet PC,
sensor,
smart
phone

Random 2-D Lower Low Low

Vanet Vehicles linear trajectory 2-D Higher High High
Fanet UAVs

sys-
tems

Random 3-D Most
higher

High Low

– The energy of nodes: This feature differs for each dynamic network. De-
pending on the mission of nodes, some technologies require devices with a
High capacity of energy, but others tolerate equipment with a low capacity
of energy.

3 Security issues and services

Security is an important factor and a veritable challenge in dynamic networks
[6]. The main objective here is to preserve the security of nodes, data, and ser-
vices. Indeed, the network must protect core services [7] that ensure some poli-
cies and requirements. It includes authentication, privacy, and non-repudiation
of nodes on the one hand and integrity and confidentiality of the exchanged
data on the other hand. Moreover, the network must be resilient faced with
different attacks. These objectives are challenged in the AdHoc mode due to
its specific feature previously detailed. The services of self-organized AdHoc
networks (MANET- VANET- FANET) to be protected are highlighted and
defined bellows:

– Availability refers to ensure the operation of the service provided by the
network [6]. The network must ensure the role of all nodes during their life
cycle (even those attacked). Before deploying any dynamic networks, it is
essential to implement alternate solutions that always ensure communica-
tions between nodes in case of attacks.

– Authentication provides trustable communications between the network
nodes. This service ensures the real identity of nodes by using methods
like certification [8]. Researches in this area are numerous and handled
many challenges because of the limited features of dynamic networks.

– Confidentially is the way to define permissions that allow nodes accessing
to a specified data and services. This service ensures transiting information
securely between nodes [8]. The main application to ensure confidentiality
employs encryption methods. However, improving this service in dynamic
networks is challengeable, making researches always opened.
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– Integrity means not manipulate the message circulated in the network.
Therefore, attacks against integrity attempt to modify or delete the content
of packets transiting between nodes [[6].

– Non-repudiation service associates delivered data and behavior to the cor-
rect node that sent any packet in the network [8]. Such a service is essential
to have traceability and prevent erasing information related to an attack.

4 Attacks on AdHoc networks

Various attacks against AdHoc networks were examined [9][10][11] in this pa-
per. All these attacks share similar effects that paralyze the network services
and degrade performances. Depending on the status, the behavior, or the pur-
pose of the attacker, authors in [12] define three attacks classifications. In the
first one, the main parameter is whether the attacker belongs to the network
or not, which specifies the intern and the extern attacks. The intern attacks
are the most challenged because existing solutions proposed for the extern
attacks are not applicable here. The second classification includes active and
passive attacks. Here, the active attacks attempt only to monitor and analyze
the network traffic and make in danger the confidentiality service. The passive
attacks execute actions like modification, injection, or damage of messages.
It aim to disturb the correct operation of the network and target availabil-
ity, integrity, authentication, or non-repudiation services. Other attack classes
have existed in the literature which are present with the VANETs networks.
Authors in [13] define Malicious vs. Rational attackers, Local vs. Extended
attackers, and Independent vs. Colluding attackers. The former category de-
termines the benefit of the adversary while executing an attack in the network.
Rational to seek personal benefit, else the attacker is malicious. The second
category is based on the area focused by the attacker: local for a limited area
and extended for a large scoop. The last category includes the cooperation
between adversaries to execute an attack: One attacker and no cooperation
define independent attackers in the different cases the attackers are colluding.
MANET, VANET, and FANET are vulnerable to many attacks. The medium
used in such networks helps attackers to penetrate the networks, thus cause
problems like seize control, sabotage the mission on the network or just cap-
ture sensitive data. In the literature, many studies have classified the Ad-hoc
security attacks into categories [14][15][16]as explained in the following:

Sniffing attacks : A sniffing attack is also known as an eavesdropping or snoop-
ing attack. The wireless AdHoc networks are prone to such attacks due to their
specific features like the shared wireless medium [14]. Some studies in the liter-
ature have classified the sniffing attack as a passive or an active attack [15][16].
The main objective of a malicious node or an attacker is to target personal
or sensitive data transmitted between nodes to grab confidential information.
Reaching these objectives with a passive attack means just listening to the
transited messages during the wireless transmissions. In an active attack, the
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attacker sends some queries to the target nodes to build a friendly relationship
and exchange information.

Modification attacks : Modification attacks affect the integrity of the mes-
sages in the network. Some of these attacks are based on changing the routing
packets by using different methods as needed. The self-organized nodes in Ad-
Hoc networks make the routing messages in danger face to attackers. Indeed,
these malicious nodes apply packets misrouting by changing some routing in-
formation like the sequence number, the count hops, or the source node. A
different scenario of modification attacks is called a spoofing attack [17]. Here,
the attacker falsifies its real identity to create some weakness in the networks.
Executing such an attack is based on different methods like changing the IP
or the MAC addresses.

Fabrication attacks : Similar to the modification attacks, the fabrication at-
tacks aim at the routing messages [18]. However, in this case, attackers do
not modify the existing packets; they create their ones and damage the net-
work services. This category includes attacks that generate false route error
messages. Thus, destruct valid routes and cause a denial of service or sleep
deprivation. Other attacks under this category exist in state-of-the-art like
Rushing Attacks, Wormhole Attacks, and Gray Hole Attack, which will be
described further with more details.

Selfish behavior attacks : Nodes in AdHoc mode need to cooperate to ensure
the operation of the network [19]. Some nodes in (MANET, VANET, and
FANET) are uncooperative due to selfish reasons. Consequently, some impor-
tant tasks like rooting are not correctly performed. The selfish behavior stops
or slows the traffics at the malicious node, which can interrupt the operation
of the whole network.

Routing attacks : Routing is a service to find routes for exchanging data be-
tween sources and destinations. This process is ensured using routing protocols
that have been designed depending on the network characteristics and con-
straints. Given the importance of this service, many routing protocols have
suffered from various attacks, and searches have explored different challenges
in this area.

5 Potential attacks and threats on MANET VANET and FANET

5.1 Attacks on MANET

Mobile AdHoc Networks (MANETs) are vulnerable to numerous attacks [19][20][21].
Table 2 briefly describes some exiting attacks by focusing on their types, the
affected layer of the OSI model, and the targeted security services.
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Table 2 Different type of attacks on MANETs

Attacks Concepts Types Layers Services

Eavesdropping Capture and extract sen-
sitive and personal infor-
mation (data and routing
packets)

Passive
or
Active

Network Authentication

Jamming
attack

-Injection of noisy signals
at the physical layer and
affect communication
-Leads to a denial of service

-Active
-
External

Physical Availability
Service
integrity

Collision
attack

-Injection of false control
messages in parallel times
with other transmissions to
make a collision and drop
messages
-Leads to a denial of service

-Active
-
External

Link Availability
Data integrity

-Wormhole
-Blackhole
-Greyhole

-Modifying routes and pre-
tend node to have the op-
timal route
-Redirecting the network
traffic through particular
links
-Collecting, modifying, or
deleting data
-Leads to a denial of service

-Active Network Availability
Data integrity
Authentication

Routing
(Table Over-
flow, Table
Poisoning,
Replica-
tion, Rush-
ing. . . etc.)

-Attacks against the rout-
ing protocols implemented
in the networks
-Creating false routes,
sending pretended up-
dates, replicating expired
packets, etc.
-Prevent creating routes,
isolating some parts of the
network, height consum-
mation in bandwidth, and
power energy

-Active Network Availability
Data integrity

Sybil -Duplicating the malicious
node with multiple identi-
ties of nonexistent nodes
-Affecting the cooperation
between nodes
-Leads to a denial of service

Active Network Availability
Service
integrity

IPspoofing -Impersonation of identity
using falsified IP addresses
- Denying services and
avoid locating the source of
the attack
-Making a trust relation-
ship between two nodes to
take control of one of them

Active Network Availability
Service in-
tegrity
Non repudia-
tion

State pollution -Falsifying parameters in
replay
-allocating an occupied IP
address to new nodes
-Flooding the network by
a broadcast of duplication
address detection messages

Active Network Availability
Data integrity

SYN Flooding -Sending many SYN re-
quests for establishing con-
nections with a victim
node

Active Transport Availability
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5.2 Attacks on VANET

Vehicles AdHoc Networks (VANETs) security has received several attentions
from researchers and industry [10]. VANETs security aims to provide safety
applications that manage road traffic and avoid the loss of human life. VANETs
are a subset of mobile ad hoc networks; thus, tab.2 describes some common
attacks encountered in VANET and those examined in [13] [22][23]:

Table 3 Different type of attacks on VANETs

Attacks Concepts Attacker Services
-Denial of
service (DoS)
- Distributed
DoS

Many artificial massages in succes-
sive transmission by one (DoS) or
a group of attackers (Distributed
DoS )for flooding and jamming the
network

-DoS: Out-
sider, Active,
Local, In-
dependent
-Distributed
DoS: Insider,
Active, Collud-
ing

Availability

-Blackhole -Area with no participating node
in communication
-Loss of messages and data packets

-Passive,
Outsider

Availability

-GPS Spoofing -Giving neighbor nodes false infor-
mation of locations to fake posi-
tions

- Active,
Insider,
Independent

Authentication

-Sybil attack -Multiple identities for one at-
tacker
-Illusion nodes by multiple mes-
sages transmitted from different
sources

- Insider,
Active,
Local

Authentication

-Illusion
attack

-An application to fabricate mes-
sage using a voluntarily placed sen-
sor
-Transmitting false traffic informa-
tion

- Insider,
Malicious

Data integrity
Data trust

-Greedy
drivers

-Using the network resources for
the own benefit of the attackers
-Altering traffic information and
jamming the network by false mas-
sages to deviate another node from
the road

-Insider,
Rational,
Active

Data integrity

-Timing -Delaying messages and do not
transmit critical information to
neighbors in real-time leading to
fatal consequences

-Insider,
Rational

Data integrity

-Wormhole - -Two attackers are positioned in
the most vital place in the network
and create a band wormhole (tun-
nel).
-Intercepting communications and
tunneling packets from one loca-
tion to other vehicles in different
locations.

-Insider,
Extended,
Passive,
Colluding

Authentication,
Confidentiality
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5.3 Attacks on FANET

Flaying AdHoc Networks (FANETs) are also a subclass of mobile ad hoc net-
works networks, where the need for security is highlighted as a crucial aspect.
Indeed, FANETs hold all the classical security issues previously discussed and
designs new problems. Table 4 lists the potential attacks targeting the stability
of the network services in FANETs [11][24][25].

Table 4 Different type of attacks on FANETs

Attacks Concepts Attacker Services
-Denial of ser-
vice

-Making the network resources un-
available, so paralyzing the net-
work services

-Internal or
external
-Active

-Availability

-GPS Jamming -harm on the navigation to prevent
the correct supervision of location,
routes, altitude, and direction
-Losing the fly control

-External

-Worm hole -Recording packets from a vital
place in the network
-Tunneling the gathered packets to
another place to retransmit them

-Internal -Availability

-Sinkhole -The attacker broadcast false rout-
ing information to attract all the
network traffic

-Internal -Availability

-Power-
consuming

-Initiating a big volume of data in
the network to make reacting all
the network nodes

-External -Availability

-Man in the
middle

-The attacker places itself between
the UAV and its Ground Con-
trol Station to capturing data from
their communication link

-External -Integrity

-Rooting loop -
Integrity

-Modifying the routing informa-
tion to prevent nodes from finding
the valid routes

-External -Availability

-Malware Soft-
ware

-Injecting malware like a backdoor
in the internal navigation system
of UAVs and the control station.
-Automatically accept commands
by the attacker to take control or
pull sensitive data.

-External -Internal
-Integrity
-Availability
-Privacy

6 Conclusion

The self-organized AdHoc system is the new network generation that offers
very significant applications for users. Their specific features like the dynamic
topology, the self-configuring nodes, and the wireless communications make
the end users or the whole network prone to different attacks. In this paper,
we interest in MANET, VANET, and FANET as important real-life examples
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of the AdHoc network. The paper introduces the concept of each network and
presents the security requirements with the existing attacks. By the end of
this review, searchers must invest in ad-hoc network security as a hot topic
of search to provide new safety applications and enhance numerous fields.
Through the various researches carried out in this area of research, we define
our future interests. Our attention will be centered on finding solutions for
specific attacks by using and combining methods newly introduced in the
literature.
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