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Abstract

Information encryption is a security process where data is encoded using chaotic
signal. stabilization and synchronization in chaotic systems for secure information can
be achieved using the metaheuristic algorithms. In this work Penguins Search
Optimization Algorithm (PeSOA) which is inspired by penguin’s social behavior is
applied to synchronize chaotic encryption signal. PeSOA algorithm explores space with
random and iterative search in order to find symmetric encryption key of the chaotic
system in both transmission and reception. Identification based on metaheristic
optimization Algorithm (PeSOA) is used to improve the accuracy of initial conditions
and control parameters of Chua’s chaotic generator by minimizing errors between the
estimated and identified value. Simulation results show the effectiveness of the PeSOA
algorithm to generating symmetric key of encryption process and synchronizing both
chaotic circuit of transmitter and receiver one.
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1 Introduction

Information security has become one of the extreme important problems in
communication. The simplicity of chaos generation and the rich trajectories of chaotic
signals have been receiving significant attention in secure communication. Application
for transmitting signals using chaos in nonlinear systems was proposed by Pecora and
Carroll [1] and it is widely used in engineering topic [2, 3]. In secure communication,
synchronization and chaotic encryption concepts are very important [4, 5, 6].
Synchronization is the notion of correlations between coupled systems [7] and chaotic
encryption consists of adding a chaotic signal to the information signal to be
transmitted. The transmitter sends this chaotic signal to the receiver. Chaotic signal is
characterized by its high sensitivity to initial condition change and control parameters.
The importance of identifying chaos parameters has more attraction among researchers
in the field of engineering [8, 9, 10, 11]. Several optimization methods were proposed to
improve the identification process of the systems’ chaotic parameters [12, 13]. Meta-
heuristic optimization has been widely used to identify parameters of the chaotic system
[14, 15, 16].
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In this work, a scheme of secure communication and synchronization using meta-
heristic PeSOA algorithm has been proposed. The application of chaotic encryption
process using PeSOA algorithm is based on collaborative hunting strategy of penguins
to identify control parameters of Chua’s chaotic circuit. Chua’s circuit has been
exploited as a simple and powerful source of chaotic signals for encrypting signal. To
decrypt original information, it is necessary to know the characteristics of the chaotic
signals. Identifying parameters of chaotic system using PeSOA algorithm permit to
extract the sent information signal. The extraction of the original information signal is
achieved after the synchronization step of chaotic signals.

The paper is organized as follows: Penguins Search Optimization Algorithm (PeSOA) is
illustrated in section Il. Section Il describes the chaotic generator system, the section
IV presents the synchronization simulations using PeSOA algorithm. Results of
numerical simulation are given in section V. Finally, we conclude the paper and
prospect for future works in Section VI.

2 PeSOA algorithm

The Penguins Search Optimization Algorithm (PeSOA) is one of the latest meta
heuristic algorithms inspired by Penguin’s social behavior and proposed by Geraibia
and Moussaoui [17,18] in 2013, where this algorithm is based on the collaborative
hunting strategy of penguins. In the PeSOA algorithm, each penguin is represented by
its position and the number of fishe eaten. The distribution of penguins is based on
probabilities of the existence of fish in a specific location. The main steps of this
algorithm can be summarized as follows:

The penguins are divided into groups, and begin the research in random positions. After
a fixed number of dives, penguins return to the ice and share information such as
positions and the number of nutrients found [17]. Global (optimal) solution is then
nominated by electing the best group of penguins who ate the maximum number of fish.
The Penguins Search Optimization Algorithm has several parameters (population size,
initial oxygen reserve, number of generations, etc.).

The algorithm can be summarized in four steps:

1. All Penguins are distributed in groups where each member i represents a

solution Xi.

Each group search for food in defined holes with differences levels.

3. Penguins are sorted in order and start searching in a specific hole and level
according to the probability of food availability.

4. In each iteration, the position of the penguin with each new solution is adjusted
as follows:

Dnew = DLast + rand()leocaIBest - XLocaILastl 1

no

where: DLast is the last best solution accord for the penguin i, rand() is a random
number, and each penguin has three solutions: the best local solution (XLocalBest), the
final solution (XLocalLast) and the new solution (Dnew). The evaluation of the
solutions is repeated for every penguin in each group, and after several dives, penguins
are then communicating to each other in order to transmit the best solution, which is
represented by the number of fish consumed [24]. The algorithm can be summarized in
four steps:
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All Penguins are distributed in groups where each member i represents a solution Xi.
Each group searches for food in defined holes with different levels.

Pseudocode of the PeSOA algorithm

1. Generate random population of P solutions (penguins) in groups ;
2. Initialize the probability of existence of fish in the holes and levels;
For i=1 to number of generations;

For each individual i € P do

While oxygen reserves are not depleted do

Take a random step.

Improve the penguin position using Egs. (1)

Update quantities of fish eaten for this penguin.

End

End

3. Update quantities of eaten fish in the holes, levels and the best group.

4. Redistributes the probabilities of penguins in holes and levels (these
probabilities are calculated based on the number of fish eaten).

5. Update best-solution

End

PeSOA metaheuristic algorithms have been employed to identify the chaotic search
behavior. Using oscillators is necessary to generate a chaotic signal. In this work, the
chaotic generator employed is the Chua’s circuit.

3 Chaotic generator

Chua’ circuit is considered as a very simple deterministic system invented by Leon

Chua in 1983. This circuit generates a variety of chaos trajectories [20]. It consists of
two capacitors C1 and C2, one inductance L and nonlinear resistor Nr (Chua's diode),
placed on three parallel branches as shown in figure 1 [21].

1
R= — R

G
. M :
Ry ‘L + 4+
1
c2 LS —
L T B

Figure 1 : Chua’ circuit and Characteristic of the nonlinear resistor Nr

Were:

V1. the voltage across capacitor C; and the nonlinear resistance

V2: the voltage across capacitor C and the voltage across the inductor
I3: the current through the inductor and Nr: the nonlinear resistor.

The state equations describing the Chua's circuit is given as follows [20, 21]:
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dv,

1
1 dt R(Vz V1)_F(V1)
dv, 1 2
2 dt R —(V,-V,)+i,
di .
Ld7t3 =—(V, —Ryi;)
Were R is the nonlinear resistor; R, is a small positive resistance of the inductor L.
F(V,)=G,V, +05(G, -G, )(V, +E -V, —E|) 3

The resistor R represents a potentiometer and is used to adjust the oscillator over a range
of bifurcation values:With these variable changes, State equations are transformed into
the form below:

Xy =o(X, —X; —9(X,))
X, =X; =X, +X, 4
X3 =—BX, —vX;
The effect of nonlinear element in the circuit g(X,) is given by the nonlinear
voltage-current characteristic of the Chua's diode, which is described by:

g(x,) =b x, +0,5@a—b)(x, +1—|x, ~1)) 5
Where X,, X,and X, being the state variables. o, #, y, aandb: system parameters.
V, V2 R.

Xim g Xe™ g XTfh
a=C,/C,, B=C,R?’/L, y=RR,C,/L a=RG, , b=RG,

The Chua circuit exhibits chaotic behaviour, an example of the chaotic trajectory of this
system is shown in figure 2.
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Figure 2 :  Illustration of the chaotic dynamics of the Chua’s circuit and time
series of state variables

4 Synchronization using PeSOA algorithm process

In this section, we will illustrate the synchronization process in chaotic encryption.
Synchronization is a fundamental step for chaotic encryption that duplicates the chaotic
signal transmitted from the transmitter to the receiver and has received amount of
attention in secure communication systems [22]. So, synchronization it is an important
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part of study of chaotic systems.

The main idea of this work is the identification of Chua ‘circuit parameters based on
PeSOA meta-heristic algorithm in order to predict control parameters and consequently
synchronize chaotic systems.

[ Information signal ]

A 4
[ Chaotic signal Encrypting the information signal

t

( Secret kev )

\ 4

Synchronization using

\ 4
( Secret key )

A 4

[ Decrypting process 1

A 4

[ Extraction of the original ]

Figure 3 : Proposed scheme of Secure communication and Synchronization using
meta-heristic PeSOA algorithm

5 Numerical simulations

Identification of chaotic system parameters can be usually described as follows [23]:
X =F(X,Xo, ®) 6

Where:

= X = (xq, X2,..., Xn)T € R" is the state vector. (®1, ®>,..., ®,)" € R™Mis

the unknown parameter vector of the original chaotic system. Xois the initial
condition of state vector and F is a nonlinear function.

The estimated model of the system is given by:

X = F(X,Xq, ) 7

758



Where:X = (Xq, X5,..., X,)T € R"is the state vector.
d = ( ® &)2 (f;n)T ¢ rMis an estimation of the unknown parameter vector of
original chaotic system.

Generally, the meta-heuristic algorithms require only the evaluation of an objective
function in order to guide the search process. The objective function is then defined as
follows:

1 . 2
MINobjective function — Nz X - X"
Where:

= N is the length of vector used for parameter estimation.
* X and X : are the state variable of the original and the estimated systems.

Using simulation on MATLAB, identification of Chua’s parameters using PeSOA
algorithm is given in the following figure 4 (a=-0.65, b=-2.3, « =-32.92, =17 and y
=-1.6).
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Figure 4 : Identification of «,f and

The synchronization process can be considered as a particular type of a control
problem, in which the control objective is to keep the desired chaotic trajectory [22].
Original information generally based on the synchronization of transmitter receiver

states. Were: x = fl(x.y) and x = f2(x.y)

Because of the sensitivity to initial conditions of the chaotic signals, the both
oscillators in the transmitter and the receiver will never have their identical states in any
value of time. The principal process of synchronization is given by the following
expression:
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e = |X(t) - x(t)| =0 if t=e 9

To test the synchronization of a secure chaos communication, we used the information
signal shown in the following figure.
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Figure 5: Information signal and chaotic signal

In figure 6 we show the encrypted information signal and the received signal after
decryption procedure without synchronization, the information signal is embedded in
the chaotic signal.

Encrypted signal

"

200 300 400 500 600

10 ¢

Received signal mr()before synchronization
T 5 T

r r r r r £
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Figure 6 :  Encrypted signal and received signal before synchronization
The encryption procedure is applied before information signal transmission. To
decrypt the original information, it is necessary to know the characteristics of the

chaotic signal. The extraction of the information signal given after the
synchronization of chaotic signals process.
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Figure 7 :  Error before and after synchronization
In reception, the error between the original signal and the received signal is given by
the following figures. The first one is in the case where there is no synchronization
and in the second the two signals are synchronized.

PeSOA meta-heuristic algorithm identifies control parameters of Chua’s chaotic
system and gives symmetric key. So, the chaotic signal is synchronized and
information signal hasbeen successfully encrypted.
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Figure 8 :  Error of synchronization

As shown in Figure 8, the comparison of the original signal m(t) and synchronizing
signal mr(t) is illustrated . We notice that the both trajectories achieve a common
dynamical behavior after a period of transient and error signal tends towards zero.

5 T I T
Infarmation signal

Error of synchronization

The synchronizing received signal

0 100 200 300 400 500 600

Figure 9 : Information signal, the synchrozing received signal and error of synchronization
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Figure 9 shows that the synchronization between the original and received signals is
perfectly carried out and the error signal tends towards zero. The convergence of the
received signal to the original information signal is obtained by applying the PeSOA
meta-heristic algorithm and after the encryption process.

Figure 10 illustrates the synchronization of transmitted and received signals after a
transitory time of synchronizing process. The tests with the numerical simulations
discussed show the effectiveness of the PeSOA algorithm for chaotic
synchronization in secure communication problems.

Received signal mi(t)
N

3 r r r 3 3 r r r
-2.5 -2 -1.5 -1 -0.5 o 0.5 i 1.5 2 2.5
Information signal m(t)

Figure 10 : Synchronization of transmitted and received signals

6  Conclusion

In this work a chaotic secure communication and synchronization scheme using
meta-heuristic Penguins Search Optimization Algorithm is proposed. PeSOA
algorithm has been applied in synchronization of two chaotic systems in order to seek
out encryption secret key. We have used chua’s circuit as a chaotic generator. A small
perturbation in the initial conditions and in control parameters of the chaotic circuit
can give a big difference in the system responses. The sensitivity to initial conditions
is an important characteristic of a chaotic system. Synchronization between two
chaotic systems forces the states of transmitted and received signals to converge.
Chaos synchronization process has most applications in secure communication and
other applications. Simulation using MATLAB presents numerical results and shows
the effectiveness of the proposed approach. Future works will focus on the
Synchronization behavior in the communication network and other practical system.
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